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Rationale.
The security of a MExE device is of paramount importance to the reputations and associated revenue streams of all MExE participants that expect to develop and/or provide support for these devices and associated services.

Issues

It is understood that although the participants within the MExE group are experts within their own field, the approach currently taken, i.e. capturing security issues and feeding them back to their respective security teams, may have associated shortfalls.

A discussion between BT and Vodafone and their respective S3 representatives concluded that participation and co-operation, from security experts within the MExE partner companies, represented in the MExE group was recommended, if not essential, to the success of developing appropriate supplementary security documentation for a MExE device.

In addition it was suggested that the output and dissemination of the findings from this activity is widely available to encourage wider participation and is not confined within a closed forum.

Aim

· This discussion paper has been created to encourage security experts within the various companies of the MExE group to contribute to the collaborative effort to develop security documentation for a MExE device through the ‘Security Analysis Activity’ that takes place on a predefined day within the MExE meetings. It is expected that as a result, the security experts of the member companies will take a more proactive role within the group.

Method
· A proposed method to achieve this aim is to hold security workshops or MExE presentation with the various security communities within the individual partnership companies.

Objectives

· Raise visibility of the MExE and the security activity with the security experts within the participant companies.

· Encourage attendance of a MExE member company’s security experts and for them to take a more proactive role within the group including delegates from S3.
· Provide the opportunity to increase and share awareness of security issues and concerns of MExE member companies with current security experts that regularly attend MExE.

Benefits 

· To ensure that input to the technical report(s) is collated from security teams within the  appropriate areas of interest i.e. handset manufacturers, operators, application developers etc..

· To provide greater assurance that any risk of bringing the reputations of the MExE participatory companies into disrepute is minimised.













































